HopmaLmoHHan NaMATKa /19 HeCoBePLLIEHHOMETHMX M0 Borpocam KnbepbesonacHoCTH B
ceTU «/IHTepHET»

KoMnbloTepHbIe BUPYCHI

KOMMbIOTEPHbIA  BUPYC - 3TO  PasHOBMAHOCTb  KOMIMbIOTEPHLIX  MPOrpamm,
OT/MYNTENIbHON OCOBEHHOCTbIO  KOTOPOW SIBNAETCA CMOCOBHOCTb K  Pa3MHOXEHMIO
(konupoBaHutO). B [ONONHEHWe K 3TOMY, BUPYCbl MOTYT MOBPEAUTb WM MOJIHOCTbIO
YHUUTOXWUTb BCE (hait/ibl N AaHHble, MOAKOHTPO/bHbIE NO/b30BATENIO, OT UMEHWN KOTOPOro
Oblfa 3anylleHa 3apaXkEéHHas nporpaMma, a TakXe MOBpeAuTb WU AaXe YHUYTOXUTb
OMepauMoHHY0 CUCTEMY CO BCeMM (avinamy B Lenom. B 601bLIMHCTBE CNyvaeB
pacnpoCTPaHATCA BUPYChl Yepe3 UHTEPHET.

MeTogbl 3aWMTbl OT BPEAOHOCHbLIX NPOrpaMm:

1 Ncnonb3yih  COBpPEMEHHble  OMnepalyoHHblIe  CUCTEMbI,  MMEKLLMe
Cepbé3HbIA YPOBEHb 3aLLMTbI OT BPeLOHOCHbIX NPOrpamm;

2. MocToAHHO YycTaHaBnMBaK natumM (UMQPOBLIE 3annaTkuM, KoTopble
aBTOMaTMYeCKN YCTaHaBMMBAlOTCA C Lefblo JopaboTKy nporpammbl) K apyrue
OGHOB/EHNS  CBOE  OMepaLMoHHON  cucTemMbl. CKaumBail WX TONMBKO C
opuumnanbHoro  cata paspabotumka OC. ECAM  CYWECTBYET  pPeXum
aBTOMaTNYeCcKoro 06HOBMIEHUS, BK/HOUN €rO;

3. PaboTail Ha CBOeM KOMMbHOTEpe MOA MNpaBaMu MO/b30BaTeNs, a He
afMuUHUCTpaTopa. 3TO He MO03BOMUT OONbLIMHCTBY BPEAOHOCHbLIX MporpaMm
MHCTa/IMPOBaTbCA HA TBOEM MEePCOHa/IbHOM KOMIMbIOTEPE;

4. cnonb3yil  aHTUBMPYCHbIE MPOrpaMMHbIEe  MPOAYKTbl  U3BECTHbIX
NMpou3BoAUTeNeN, C aBTOMaTMUYeCKUM 0BHOB/IEHMEM 6a3;

5. OrpaHnyb PU3NYECKnUiA OCTYN K KOMMNbIOTEPY ANS MOCTOPOHHUX NNL;

6. Mcnonb3yin BHeWHWEe HOCUTENW WHMOPMauuW, TakuMe Kak (rieLlka,
ANCK Unn hain us VIHTepHeTa, TOMIbKO M3 MPOBEPEHHbIX UCTOUYHUKOB;

7. He OTKpbIBail KOMMbIOTEPHbIE (Paiinbl, MOMYYEHHblE U3 HeHaLEXHbIX
MCTOYHUKOB. [laxke Te (hal/bl, KOTopble NpUcian TBOM 3HaKOMbIA. Jly4lle yTOYHU Y
HEero, OTrpasNsA N1 OH Tebe nX.

Cetn WI-FI
C nomowbto Wi-Fi  MOXHO nonyuntb GecnnaTHblA  WHTEPHET-A4OCTYN B
00OLIEeCTBEHHbIX MecTax: Kadge, OTeNnax, TOProBbiX LEHTpax W asponoprtax. Tak Xe



ABNSETCSH OT/IMYHON BO3MOXHOCTbLIO BbIX0fa B VIHTepHET. HO MHOrMe aKcnepTbl CUMTALOT,
4yto obwenocTynHole WiFi ceTn He aBnAOTCA 6e30MacHbIMU.
CoBeTbl Mo 6e3o0nacHOCTM paboTbl B 06LWeA0CTYMHbIX ceTAX Wi-fi
1 He nepegasaii CBOKO NNYHYH WHGOpMaUMiO 4epe3 06LeA0CTYMNHbIe
Wi-Fi cetn. PaboTtas B HUMX, XenaTe/ibHO He BBOAMTb Naposiv A0CTYNa, JIOrNHbI U
Kakne-TO HOMepa;
2. cnonb3yil 1 0GHOBNAN aHTMBMPYCHbIE Mporpammbl 1 GpaHaMayap.
Tem cambIM Tbl 06e30NaculLib cebst OT 3aKayKun BMpyca Ha TBOE YCTPOWCTBO;
3. Mpu wncnonb3oBaHun Wi-Fi oTKAouM yHKUMO «O6WmMIA gocTyn K
(haitnaMm © npuHTepam». [daHHas (QYHKUMA 3aKpbiTa MO YMOMYaHWIO, OAHAaKO
HeKOTOpble Mosib30BaTeNIN aKTUBUPYHOT eé Ansd yaobCcTBa MCNO/b30BaHMA B paboTe
Nnu yyeoe;
4. He wcnonb3yin ny6numuHeii WI-FI gns nepefaym NUYHbIX AaHHbIX,
HanpumMep, ANs BbIX0Aa B COUMabHble CETU WU B 3/IEKTPOHHYIO MOYTY;
5. Mcnonb3yih TONMbKO 3allMlieHHOe coeauHeHne 4depe3 HTTPS, a He
HTTP, T.e. npn Habope BebG-agpeca BBOAN UMEHHO «littps://»;
6. B Mo6unbHOM TeneoHe oTKNOUM PYHKUMIO «[TogkntoveHne K Wi-Fi
aBTOMaTU4YeCKM». He Aonyckail aBTOMAaTUYECKOro MOAKNHOYEHUS YCTPOMCTBA K
cetam Wi-Fi 6e3 TBOero cornacus.

CounanbHble CeTu

CoumanbHas ceTb - 3TO CaWT, KOTOPbIA NPefoCTaBNsSET BO3MOXHOCTb JIHOAAM
OCYLLECTBNATL 06OLLEHNEe MeXAay Co60i B MHTepHeTe. Yalle BCEro B HUX AN KaXAOro
yenoBeka BblAeNseTCca CBOSA /IMYHAs CTpPaHU4YKa, Ha KOTOPOM OH YyKa3blBaeT 0 cebe
pasfINYHY0 MHMOPMaUNIo, HayMHas OT WMeHW, (aMuInM W 3aKaH4MBast JIMUYHbIMU
(oTorpadusamn. MHorne nonb3oBaTtesi He MOHUMAKOT, YTO MHQOPMaLKMs, pa3MeLLeHHas
MMU B COLMaNbHbIX CETAX, MOXeT OblTb HalfeHa M WUCMOoNb30BaHa Kem YrofHo, B TOM
yncne He 06a3aTeNIbHO C 6/1arMMyY HamepeHNsAMMU.

OCHOBHbI€ COBETbI M0 6€30MaCHOCTX B COLMasIbHbIX CETAX:

1 OrpaHuMyb CMMCOK fpy3eii. Y Tebs B [py3bsiX HEe [O/MKHO ObliTb
CNyYaiHbIX 1 HE3HAKOMbIX NOAEN;

2. 3alMliain cBOK YaCTHYH M3Hb. He ykasbiBail Mmaponun, TenegoHbl,
agpeca, [faTy TBOEro PpOXAEHUs W [APYTYH  JIMYHYID  MH(opMauuio.



3N0YyMbILWNEHHUKN MOTYT MCNO/b30BaTh Jaxe MH(OPMaLMIO O TOM, Kak Tbl U TBOW
POAUTENN NNaHUPYETE MPOBECTU KAHUKY/bI,

3. 3allnilain CBOK penyTauuto - AEPXW ee B YMCTOTE W 3afaBail cebe
BOMPOC: XO0Tes 6bl Thbl, YTOObLI ApPYyrue Nosib30BaTeNv BULENN, YTO Thbl 3arpyxaeLlb?
Moaymaii, npexze Yem 4TO-TO ONy6AMKOBaTb, HaMuUCaTb U 3arpy3nTb;

4. Ecnn Tbl roBopuilb C NOAbMU, KOTOPbIX He 3Haellb, He WCMo/b3yi
CBOE peaslbHOE UMS U APYTYH NUYHYHO WH(OpMauun: UMA, MECTO XXWUTe/bCTBa,
MecCTO y4ebbl 1 Mpoyee;

5. N36erain pasmelteHns gotorpapuin B MHTepHeTe, rae Tbl M306paxeH
Ha MECTHOCTW, MO KOTOPOW MOXHO OMpesenTb TBOe MECTOMNOOXKEHNE;

6. Mpn perucTtpaymm B COUMANLHON CETU HeOO6XOAMMO WCMO/b30BaTb
C/IOXHblE Naponn, cocToswme u3 6yks U LUMP U C KONNMYECTBOM 3HAKOB He MeHee
8,

7. Ana coumanbHOW CeTW, MoYTbl M [APYrux CcanToB HEo6XOAMMO
MCMONb30BaTb pasHble Maposin. Torga ecnn Teba B3/IOMAKOT, TO 3/10YMbILUIEHHUKN
nosyyaT JOCTYMN TOMIbKO K O4HOMY MECTY, a He BO BCe cpasy.

ONEeKTPOHHbIe AeHbIn

ONEeKTPOHHble [eHbMM — 3TO OYeHb YAOOHbIA CMOCO6 nnaTexel, OAHAKO
CYLLECTBYHOT MOLUEHHUKMN, KOTOPbIE XOTAT NOMYYUTb 3TN AEHBIN.

ONeKTPOHHbIe [EHbIN MOSBUINCL COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO
MHOIMX rocyaapcTBax [0 CUX NMop He NPOMMCaHO MPO HMX B 3aKOHaXx.

B Poccum ke OHWM (hYHKLMOHMPYIOT U O HUX YXKe MPOMMcaHo B 3aKOHE, FAe WX
pa3fgenstoT Ha HECKONbKO BMAOB - aHOHMMHbIE W HE aHOHMMHble. PasHuua B TOM, 4TO
aHOHUMHbIe - 3TO Te, B KOTOPbIX pa3peLLaeTcs NPoBOAUTL onepauun 6e3 naeHTUgUKaLum
nonb3oBaTeNnss, a B He aHOHMMHbIX WAEHTU(MKALMM MNONb30BaTeNs  ABNSETCS
0653aTeNbHOMN.

Takke cnegyer  pasnmyaTb  3MEKTPOHHble  (MaTHble  [eHbr  (PaBHbl
rocyfapCTBeHHbIM Ba/t0TaM) W 3MEKTPOHHble He(maTHble [AeHbrn (He paBHbI
rocyfapcTBeHHbIM BantoTam).

OCHOBHble coBeTbl Mo 6e30MacHoin paboTe C INEKTPOHHBLIMU eHbraMu:

1 MpuBSXXKM K CYETY MOOWUMbHLIA TeneoH. 3TO camblii YAOOHbIA W

ObICTPbI CNOCO6 BOCCTAHOBUTbL AOCTYN K cueTy. MNpuBsiaHHbIA TeneoH MOMOXET,

ecnm 3abyaellb CBOM MNaTeXHblA Napofib AWM 3aillfellb Ha CalT C He3HaKoOMOro

YCTPOWCTBA;



2. Ncnonb3yih ofHopasoBble naponu. llocne nepexofa Ha YCUIEHHYHO
aBTopu3aunio Tebe yxe He OY[eT YyrpoXkarb OMacHOCTb KpaXku WAW nepexsarta
NnaTeXxHoro napons;

3. Bbibepn CNoXHbIA naponb. MNpecTynHUkam 6yaeT He MPOCTO yrafathb
C/IOXHbIN Naponb. HafeXHble Naposim — 370 Napoan, KOTOpPble COAEPXKAaT He MeHee
8 3HaKOB ¥ BK/IHOYAKOT B CeOA CTPOUHbIE U NPOMNUCHbIE BYKBbI, LMMPbI U HECKONBLKO
CMMBO/OB, TakuMe KaK 3HaK fofinapa, (yHTa, BOCKAMUATE/IbHbIA 3HaK K T.M.
Hanpumep, StROnNg!;;

4. He BBOAM CBOW NNYHbIE JaHHbIE Ha cailTax, KOTOPbIM He foBepsieLlb.

DNeKTpoHHasA noyta
JNEeKTPOHHaaA no4vyTa— 3TO TEXHO/MIOrUA W MpefocTaB/ieMble € yCayru o
Mepecblike W MOJIYYEHNIO 3MIEKTPOHHBLIX COOOLLEHNA, KOTOpble pacnpefenstorTca B
KOMMbIOTEPHON CceTU. OO6bIYHO 3/IEKTPOHHbIA MOYTOBbIA AWK BbIFIAAUT CNeLYyHOWMM
obpa3oM: UMA_MNosb3oBaTeNa@uMaA_AoMeHa. TakXe Kpome nepefayn MpoCTOro TEKCTa,
MMeeTCA BO3MOXHOCTb Mepefasatb (aisbl.
OCHOBHble coBeTbl Mo 6e30MacHoi paboTe C INEKTPOHHON MOYTOMN:
1 Hago BbiGpaTb NpaBWbHbLIA MOYTOBLIA cepBUC. B VIHTepHeTe ecTb
OrPOMHbI BbIGOP 6ecniaTHbIX MOYTOBbIX CEPBMCOB, OAHAKO /lyylle [0BEpPsATb TeM,
KOro 3Haellb 1 KTO MePBbI B PEATUHTE;
2. He ykasbiBail B /IMYHOM MNOYTE NIMYHYKO WHGDopMaumio. Hanpumep,
nydLe BblbpaTb «My3blKa/lbHbIA_PaHaT@» nan «pok2013» BMecTo «Temal3»;
3. Ncnonb3yih ABYXaTanHyt aBTopu3auuio. ITO Korga MomMmMo naposis
HY>XHO BBOAWTb KOA, NpuCblnaemblii no SMS;
4. Bbibepy CNOXHbIA Naponb. O KaXKAoro novytoBoro AuMKa AO/KEH
ObITb CBOWN HafeXHbll, YCTONYMBLINA K B3/IOMY Napo/ib;
5. Ecnn ecTb BO3MOXHOCTb HanmcaTb CamMOMy CBOM JIMYHbIA BOMPOC,
MCNOJb3YI 3TY BO3MOXKHOCTb;
6. cnonb3yih HECKOMbKO MOYTOBbIX AWMKOB. [lepBbldi A1 YaCcTHOM
Mepennckn c agpecatamun, KOTOPbIM Tbl JOBepseLlb. OTO 3MEKTPOHHbLINA afpec He
Haf0 MCNo/b30BaTh MPU perncTpauny Ha opymax u canrtax;
7. He oTKpbiBail (haiifnbl U ApYrue BOXKEHUS B NMUCbMAX [aXe eC/in OHU
MPULLAX OT TBOMX Apy3el. Jlydwe YTOUYHWU Y HUX, OTNPaBASAN I OHW Tebe 3Tu
(haiinbl;



8. Mocne oKOHYaHMA paboTbl Ha MOYTOBOM CepBUCE MNepes 3aKpbITUEM
BK/Maf KM C CAanTOM He 3aby/b HaXaTb Ha «BbInTu».

KnbepbynnmHr nunn BupTyanbHoe nU3aeBaTenbCTBO

KnbepbynnnHr— npecnefoBaHne COOOLLEHUAMK, COLepXALLMMWN OCKOPO/IeHMS,
arpeccuio, 3anyrmBaHue; Xy/UraHcTBO; couuaibHOe 60MKOTMPOBaHWE C  MOMOLLbIO
Pa3NNYHbIX NHTEPHET-CEPBUCOB.

OCHOBHbIe coBeTbI Mo 6opbbe ¢ KN6epOyNINHIOM:

1 He 6pocarica B 60i. JTyywnii cnocob: NocoBeTOBaTLCS KakK Cebsi BECTU
W, ECNIN HET TOro, K KOMY MOXHO 00paTuTbCA, TO BHayasne yCcnokoutbca. Ecnn Tl
HayHelWwb OTBeYaTb OCKOPOMEHWAMM Ha OCKOPOAEeHUsA, TO TONbKO elle 60/bLie
Pas’oXOKeLlb KOH(INKT;

2. YnpaBnsin cBoei Knbeppenytaumei;

3. AHOHUMHOCTb B CeT MHMMas. CyLlecTBYHOT CMOCOOb! BbIACHUTL, KTO
CTOMWT 32 @aHOHVMHbIM aKKayHTOM,;

4, He ctouT Bectu XYNUTaHCKNIn 06pa3 BUPTYaslbHOW XWU3HW. P1HTepHeT
(hmKCcMpyeT BCe TBOM [LENCTBUA W COXpaHAeT uX. YaanuTb uX OyfeT KpaviHe
3aTPYLHUTENBHO;

5. Beaun cebs BeXvBo;

6. NrHopupyin eauHWYHbIA  Heratmus. OfHOpa3oBble OCKOPOUTE/NbHbIE
coobLleHnsa nyylle UrHopnposaTb. O6bIYHO arpeccus NpekpallaeTcs Ha HadalbHOM
craguu;

7. BaH arpeccopa, B nporpammax o6MeHa MIHOBEHHbLIMU COOBLLEHUAMY,
B COLMa/IbHbIX CETSAX €eCTb BO3MOXHOCTb O/IOKMPOBKU OTMNPaBKWM COOBOLLEHNIA C
onpeAenieHHbIX afpecos;

'8 Ecnn Tbl cBupeTenb KubepbynnvHra. TBOW [eNCTBUA: BbICTYNUTb
NPOTUB MpecnefoBartens, nMokasaTb €My, 4YTO ero [eiCcTBUS  OLEeHMBatoTCA
HeraTMBHO, MOALEPXKATb >KEPTBY, KOTOPOWA HY>XKHA MNCUXOOrMYeckas MOMOLLb,
CO06LWMTL B3POC/bIM O (paKTe arpecCMBHOr0 MNOBEAEHNSA B CETU.

MoOunbHbIN TenedoH

CoBpEMEHHbIE CMapT(OHbI WM MMaHLIETbl cogep)XaT B cebe BMOMHE B3POC/bIiA
(hYHKUMOHanN, 1 Tenepb OHW MOTYT KOHKYPWUpPOBaTb CO CTaLMOHAPHbLIMA KOMMbOTEPAMN.
OfiHaKo, CpPeACTB 3aWmnTbl AN8 NOA0OHbLIX YCTPOMNCTB MOKa OYeHb Mano. TecTupoBaHMe K



MONCK YA3BMMOCTEN B HUX NMPOMCXOAUT He TaK MHTEHCUMBHO, Kak ana MK, To e camoe
KacaeTcs 1 MOOWUJIbHBIX MPUTOXKEHWIA.

CoBpemeHHble MO6WU/IbHbIE Opay3epbl Y)Ke MNPaKTUYecKM [OrHaM HaCTOJIbHble
aHanorun, ofHako paclumpeHune (yHKLWOHaNa BfieyeT 3a CO60M 60NbLIYHO CMNOXHOCTb U
MEeHbLLYH 3aLLl;ULLIEHHOCTb.

[aneko He BCe MNPOU3BOAUTENN BbIMYCKAOT OOHOBMEHWUS, 3aKpblBaKOLLME
KpUTUYECKME YA3BMMOCTW 151 CBOUX YCTPONCTB.

OCHOBHble coBeTbl A1 6e30MacHOCT MOBW/ILHOTO TenedoHa:

1 Byfb OCTOpOXeH, Befb Korga tebe npepnaratoT 6ecrnnaTHbI KOHTEHT,

B HEM MOTYT ObITb CKPbITbl KaKMe-TO MaTHbIe YCYTU;

2. [ymaii, npexpge yem oTnpaBuTb SMS, PoTO MM BMAeO. Tbl TOYHO
3Haellb, rae oHM 6yAyT B KOHEYHOM utore?

3. Heo6xo4MMo 06HOBNATL ONEPaLMOHHYIO CUCTEMY TBOETrO CMapT(OHa;

4. cnonb3yih aHTUBMPYCHbIE NPOrpammsbl 419 MOOU/IbHBLIX TeNe()OHOB;

5. He 3arpyail NpuioXeHWs OT HEU3BECTHOINO WCTOYHWKA, BeAb OHU

MOTYT.COAep>KaTb BPeLOHOCHOE NPOrpamMMHoOe 06ecneyeHue;

6. Mocne TOro Kak Tbl BbIAfEWb C caiTa, TAe BBOAUA JIMYHYIO

MH(OopMaLUIo, 3ailnan B HACTPOIKK Gpay3sepa 1 yaanu cookies;

7. Mepuofmyeckn nNpoBepst Kakue nnaTHble YCNYrn akTUBMPOBaHbl Ha

TBOEM HOMEpE;

8. [laBain cBO/i HOMep MOGWNBLHOIO Tened)oHa TO/IbKO N0AAM, KOTOPbIX Tbl
3Haellb 1 KOMY A0BepseLlb;

9. Bluetooth fo/mkeH ObITb BbIK/IKOYEH, KOTAa Thl UM He Nosib3yellbes. He
3abblBall MHOra NPOBEPATH 3TO.

@UWKHT NN KpaXka NTNYHBLIX AaHHbIX

[(naBHasa Uenb PUWKUHT - BUAa MHTEpHeT-MOLIEeHHNYeCTBa, COCTOUT B NOJyYEHUM
KOH(DMAEHUMANbHBIX AaHHbIX MO/b30BaTeNlel — NOTMHOB WM Naponeit. Ha aHrnMickom
A3blke phishing unTaetcAd Kak ¢uwuHr (ot fishing — polbHas noend, password —
naposnsb).

OCHOBHbIe COBeTbl Mo 60pbbe C PULLINHIOM:

1 Cnenn 3a CBOMM akkayHTOM. Ecnum Tbl Mogo3peBaellb, YTO TBOS aHKeTa
Oblfia B3flOMaHa, To He06X04MMO 3a6/10KMPOBaTL ee 1 CO0OLWUTL aAMUHMUCTPaTOPaM
pecypca 06 3TOM KaK MOXHO CKOpee;



2. |/|CI'IOJ'Ib3yI7I 6e3onacHble Be6-caliTbl, B TOM UYuUCNe, NHTEPHET-MarasnHoB

M MOWCKOBbIX CUCTEM;
3. Vcnonb3yit CnoXHble 1 pasHble Maponn. Takum o6pasom, ecnn Tebs

B3/10MalOT, TO 3/I0YMbILU/IEHHUKMA NOMiyyar [AOCTYN TO/IbKO K OLHOMY TBOeMy
npogusIo B CETU, & HE KO BCEM;

4. Ecnn Tebs B3nomanu, TO HeobXoAMMO MpeaynpeauTb BCEX CBOMX
3HaKOMbIX, KOTOpble f06aBfieHbl Y Te6s B ApYy3bAX, O TOM, YTO TebsA B3/oOManu W,
BO3MOXXHO, OT TBOEro UMeHW GyAeT paccblnaTbCA CraM M CCbINKW Ha (PULLNHIOBbIe
cauTbl;

5. YcTaHoBM HagexHbld naponb (PIN) Ha MO6GUBbHBIA TeneqoH;

6.  OTKNOUM coxpaHeHWe Napons B bpaysepe;
7. He oTKpblBaii (haiinbl U Apyrve BNOXKEHWS B NUCbMax AaXKe ec/in OHW

MPULLAN OT TBOWUX ApYy3eil. Jlydlle YTOYHW Yy HUX, OTNPaBAsSAN NN OHU Tebe 3TU

(hanbl.



